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ABSTRACT  

Cloud computing is a new technology which is provided by various companies such as Microsoft, IBM 

and Amazon. In this system, instead of installing several software programs on several computers, one 

software program is run and loaded one time and all individuals can access it through online services. 

Such processing has been widely used so that Info World predicts that during the next decade, IT world 

will focus on cloud internet services. Currently, some services are provided based on these policies and 

the advent of cloud computing will decrease the need of processing in companies. The present study is an 

attempt to investigate data transmission security in cloud computing. In the study, it is supposed that all 

communications are performed without any interface and in a completely direct manner. However, all 

messages are stored in the form of Conversation History in a file in the server. To this end, two specific 

clients can establish one or more secure communicative channels. It has been determined in order to 

control communicative path more precisely. Determining null bites is the other security policy applied to 

prevent the attacks done using this empty buffer cell. The proposed algorithms are tested in cloud 

environment to ensure their performance accuracy as well as secure data transmission in cloud 

environment. Therefore, Cloud Sim software is used to evaluate data transmission security. The 

simulation results in both random situation and the considered operational programs reveal that the cloud 

computing is practical, scalable and affordable to access and share simple operational programs. 
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INTRODUCTION  

Privacy, information security, ensuring information security and so forth are of the common challenges 

regarding cloud computing. Privacy is considered as the most important issue in cloud computing since 

individuals upload their information in cloud and connect to cloud to access them. The pioneer companies 

in cloud computing claim that they can ensure users` information security as well as their privacy. But 

since hackers usually precede the technology, there are some doubts regarding information privacy. To 

make data secure, most of systems use some techniques including encryption (encrypts services based on 

specific data algorithms and user should enter a code to access successfully o the data. In spite of the 

threat of hackers, most of hackers are not equipped with necessary tools to access the code of these data), 

user operations (requires making a username and a password) and allowed access (list of persons allowed 

to access a series of data are stored in cloud systems. Most of systems use multi-stage certificates, i.e. an 

individual having access to data can access to only 5% of data while other user can access to 100 of data 

based on the permission given to them). Moreover, pioneer companies declare that immense servers are 

provided to maintain users` information and their number are increasing day by day. These servers make 

a back up from all users` information in order to protect the information from any damage in critical 

situations.  

Cloud Computing Models     
The architecture of cloud computing, initially, is an architecture based on multi-tenant service. This 

model separates consumers as front-end and cloud suppliers as back-end providing the service for several 

consumers. Front-end is often based on browser. There are three basic and common services in cloud 

computing; software as a service (SaaS) provided in the form of applicable software to be presented in 

cloud, platform as a service (PaaS) on which hardware resources such as virtual machines can be loaded 

and infrastructure as a service (IaaS) providing infrastructural components in cloud. 
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Cloud Computing and other Processing Models      

Although cloud computing inherits some of its features from other computing models, it has unique 

characteristics. Some of these models are as follow: 

 Network computing: is a form of distributed and parallel computing in which big virtual 

computer consists of computers connected to each other with weak coupling and work in coordination to 

fulfill difficult tasks.  

 Autonomic computing: are computer systems with automatic management capability.  

 Big computer: powerful computers are used by large organizations for critical applications such 

as processing large quantity of data, for example, censuses, statistics of consumer and industry, 

organizational resources planning, and processing financial transactions. 

 Public computing: is to package computer resources such as computational and saving resources 

in the form of measurable services in a way similar with public utilities (water, electricity, telephone, 

etc.).   

 Peer to per: is a kind of distributed architecture without central coordination in which participants 

can be both supplier and consumer simultaneously.  

The Research Objectives  

The main objective of the present study involves investigating secure message transmission with a focus 

on cloud computing system. The secondary objectives of the study also can be mentioned as follow: 

 Investigating the security of networks based on cloud computing systems. 

 Investigating the security of message transmission through message encryption. 

 Investigating the security of message transmission through Java programming language. 

Since the research is an applied study, improving the security policies of networks based on cloud 

computing can be considered as its applied objective and this objective can be used by mangers and users 

of network.  

Also, commercial institutes and companies performing the main art of their organization`s work by 

sending message and security issue is critical for their organization, the obtained findings will be useful in 

this regard.  

 

MATERIALS AND METHODS 

Methodology  

In this study, the proposed algorithms should be tested in cloud environment to ensure their performance 

accuracy as well as secure data transmission in cloud environment. So, Cloud Sim software has been used 

to evaluate data transmission security. Cloud Sim is an appropriate tool to test and evaluate algorithms 

and have high simulation accuracy. It can be also improved to include important characteristics such as 

modeling multi-layer applications, various work load patterns (Wickremasinghe et al., 2010; Calheiro, 

2011). 

The present study attempts to investigate data transmission security based on cloud computing. In this 

regards, three algorithms have been used including AES, RSA and SHA. In addition to investigate each of 

the proposed algorithms separately and examining their speed rate and process time in cloud environment 

and local processor, the three algorithms have been used to obtain a mixed algorithm to encrypt texts and 

secure data transmission.  

 

RESULTS AND DISCUSSION    

RSA Algorithm 

RSA algorithm was proposed by Rivest and Dleman. RSA has been widely used as a public-key 

cryptosystem based on exponentiation in a limited strain in the remainder of prime integers. To decrypt 

message M, sender should obtain receiver`s public-key to calculate the code:  

C =  𝑀𝑒  mode n where 0 ≤ 𝑀 ≤ 𝑛 and use their private-keys to encrypt receiver and PR = {d,n} is 

computed:  𝑀 = 𝐶𝑑𝑚𝑜𝑑 𝑛. Notably, message m should be less than integer n. RSA applies Euler theory: 
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𝑎∅(𝑛)𝑚𝑜𝑑 𝑛 = 1 where gcd (a,n) = 1 in RSA should be initially computed n = p.q. ∅(𝑛) = (𝑝 − 1)(𝑞 −
1) .  e, d should be selected precisely in order to obtain its reverse state.  

Creating Key   

RSA should determine two random prime numbers (q and –q) and then select e or d and compute other 

prime numbers of q and p. This algorithm should not be obtained simply from prime number n = p.q, that 

is, its value should be very high and use probability test. Q and d powers are reverse, so the reverse 

algorithm should be used for the next end point. 

 

 
Figure 1: Digital Signature using RSA Approach 

 

SHA Algorithm  

Secure hash algorithm changes a message with optional size into a message with fixed size and hashes 

code by processing message in blocks through compression function in block code in dependent state. 

Hash function can be used for any kind of message M with any size. Also, output function h with specific 

and fixed length is created. Therefore, it is simple to compute.  

The proposed model has been created to confirm the hash quantity of the message. The message summary 

is provided by SHA that is a fixed value for every optional length of data which has been attached with 

digital signature, actual data and encryption.  

The attached strain is encrypted using receiver`s public-key and then is send to applicant receiver in 

cloud. Hence, the decrypted message is used then to create the amount of hash instead of SHA. Further, it 

is used to combine data and validated digital fingerprint through RSA.  

AES Algorithm  

In ASE algorithm, simple inlet text is changed periodically into coded and complex text and the complex 

text is changed into simple and decrypted text using decryption key during reverse rounds. The proposed 

algorithm can be described as follow: 

1) Input key: round keys are derived from cryptography keys using Rijndael program key. 

2) Initial round: additional round key- each byte of state is combined with a round key through xor. 

3) Rounds  

 Sub-Byte: the stage of non-linear replacement in which each byte is exchanged with another 

according to research in table. 

 Shift Rows: the stage of situation change in which each row is transferred into several stages.  

 Mix Column: the stage of mixing performances done on states` columns (combination of 4 bytes 

in each column) 

 Adding round key 

4) Final round (Mix Column) 

 Sub-Byte: 

 Shift Rows: 

 Adding round key 

5) Creating key  
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Figure 2: AES (Rjindael) Algorithm 

This module controls server key. Server creates unique keys for users when their identification is 

confirmed by server. This key is created by using class sample of AES key creation. Then, the key is 

transferred to cloud client through LAN Wi-Fi communications from which one transcription is received 

and saved to encrypt. The created key is 18 bytes to 128 bytes key. 8×RER4LyFiU3Hsa40xExQ = is an 

instance of the created key. After creating key and encrypting, the encrypted text is sent to client and 

client uses AES reverse encryption process. Decryption is used to obtain the main text transferred to 

server. So, clients receive desired files in a more secure way compared with network.  

 

 
Figure 3: Comparison of AES Encryption and Decryption Algorithms 
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As shown in Table 1 and table 2, to investigate processing speed and time, each algorithm is implemented 

on a cloud with different sizes.  

 

Table 1: Comparison of Average Processing Speed of Three Algorithms used in Cloud (Program) 

and in Simple Processing (Local) for Different Input Sizes 

AES 

(Cloud) 

AES 

(Local) 

SHA 

(Cloud) 

SHA 

(Local) 

RSA 

(Cloud) 

RSA 

(Local) 
Input Size 

2.3 425 0.7 15.6 380.2 678.4 2kb 

8.2 445.7 0.9 15.9 390.2 747.3 5kb 

15.5 454.2 1 15.9 400.9 796.8 10kb 

24.8 487.4 1.4 16 429 853.4 20kb 

 

Table 2: Speed Rate of Three Algorithms for Different Input Sizes 

AES SHA RSA Input Size 

184.7826 22.28571 1.78324 2kb 

54.35366 17.66667 1.915172 5kb 

29.30323 15.90000 1.987528 10kb 

19.65323 11.42857 2.046099 50kb 

 

According to Tables 1 and 2, comparative curves for three algorithms with different input data can be 

presented through simulator software. 

 

 

Figure 3: Comparison of Average Time of Local Processing for Three Algorithms with Different 

Input Data 
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Figure 4: Comparison of Average Time of Cloud Processing for Three Algorithms with Different 

Input Data 

 

 

Figure 5: Comparison of Speed Rate of Three Algorithms with Different Input Data 

 

Based on the comparisons, RSA (symmetry cryptography algorithm) has an average processing time and 

SHA has the least implementation time. It is also true for single processor and cloud environment. AES 

has the highest speed with an RSA algorithm having small quantity data. In this algorithm, speed is 

decreased as soon as input data size is increased. For each input data, speed is cut down as soon as input 

data size is increased. Also, for each input data, the highest speed is for AES, SHA and RSA, 

respectively.  
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The Proposed Security Framework  
In this scenario, cloud client and cloud servers interaction is considered as the initial stage in which users 

should register as cloud client. If user is a member, password should be confirmed and if client is not a 

member, an operating software creates cloud client`s authority. After confirming input, at the next stage, a 

simple random strain is considered by server for client and digital signature using client`s personal key 

exchanged with colleague client during interaction and created by server to increase authentication. 

 

 
Figure 6- The Proposed Security Framework 

 

After a two-stage authentication, when user needs data of data center, the following stages are followed 

according to the proposed mixed security. Cloud data security is provided with the least infrastructural 

requirements using symmetric key for efficient simplification and confidentialization and also, public 

cryptography key is provided for easy key exchange. The mix of symmetric and asymmetric encryption 

structure as a powerful mechanism is also improved. 

Stage 1: After successful authentication process, data are encrypted through AES to create an encrypted 

text. 

Stage 2- Symmetric key used to generate key, symmetric hash key code, main message, and code which 

are long text are changed into a strain.  

Stage 3- The long text strain is decrypted using RSA. This key can be confirmed by a CA to simplify CA 

implemented in their server.  

Stage 4- The reversed message is decrypted using receiver`s personal key and the required symmetric key 

is created using server`s public key. 

Stage 5- The actual message is decrypted using AES and then receiver`s authority is confirmed.  

Stage 6- Hash value of data is processed through SHA to investigate the perfectness of the sent message. 

Stage 7- If the value of the created hash is in accordance with the sent hash code, the perfectness of the 

data is accepted and digital signature is valid.  

Stage 8- Server receives a commitment request from receiver and after committing, the process is ended. 

The next test cases are generated and authenticated.  
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Network Support and Specialist Tools  
The proposed model can be used on wireless networks and LAN and support the architecture of networks 

including local networks (using network cables, wireless network (Wi-Fi), Ad-Hoc network, Dial-up or 

VPN network) 

The present study has applied the following tools: 

 Java development Kit- jdkl.6.0_02 

 Java Runtime Environment – jrel.6.0_06 

 Java.awt package for applet layer 

 Java.net for communication and sending message 

Conclusion  

In the present research, the proposed approaches aiming at transferring data securely in cloud systems 

were successfully implemented. In addition to evaluating the efficiency of some well-known synchronous 

cryptography algorithms, a compound model of these algorithms was presented to transfer message 

securely in cloud environment. In the proposed mixed model, the expected confidentiality level, integrity 

and authentication of a user`s identity is provided. Using simulator software, the curves of three proposed 

algorithms with different data were compared, revealing that Rijndael algorithm obtained the highest 

speed with small quantity data while the speed is cut down by increasing data quantity. In the study, 

various cryptography algorithms were implemented on cloud network indicating that these algorithms are 

more efficient compared with their application on a single processor system. further, it was observed that 

an algorithm`s performance on a cloud network is different based on the type of algorithm. Based on the 

simulation results, cloud network can be used to improve the performance. Therefore, the proposed 

algorithms can provide the security of data transmission in cloud networks.  

The obtained results are consistent with the findings reported by Fadul et al., (2013). In order to increase 

the efficiency of Rijndael algorithm, they used security key and Java programming to implement the 

algorithm with computing time in various inlets leading to increasing cryptography security. Also, 

Deshmukh et al., (2012) showed that the security of intelligent card can be increased using RSA 

algorithm.  

They also proposed digital signature using Java cards technology. The research findings are also 

consistent with the results of a study conducted by Singh et al., (2012) in which various security systems 

were introduced for cloud processing. They presented a solution to provide the security of personal data 

across the server. Davida and Frankel (2012) achieved the similar results. They presented some efficient 

algorithms to maintain security and save files using the combination of several encoding and encryption 

algorithms. Further, Mukhopadhyay et al., (2013) reported a result consistent with the findings of the 

present study. They could ensure the integrity and confidentiality of information loaded by user not only 

through encryption but through using authentication.      
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